WHAT IS PHISHING?

Phishing is a psychological attack used by cyber
cnminals lo tnck you into giving up information or
taking an action. Phishing originally described
email altacks that would steal your online username
and password. However, the term has evolved and
now refers to almost any message-based attack
These allacks begin with a cyber criminal sending
a message pretending lo be from someone or
something you know, such as a friend, your bank or
a well-known store
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These messages then entice you into taking an
action, such as clicking on a malicious link, opening
an infected attachment, or responding to a scam
Cyber criminals craft these looking
emails and send them o millio ople around
the world. The criminals do not know who will

fall victim, they simply know that the more emails
they send out, the more people they will have the
opportunily to hack. In addilion, cyber cniminals are
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Package Delivery <david37428@gmail.com>

December 15, 2013 16:48 GMT -5:00

Unfortunately wejunable to deliver you package this moming. We will be making two
more attempts in the next 48 hours. If we are unable to deliver your package we will ==
return to sender. Please verify that your delivery address is correct by clicking on the link
below, or updaling the attached document.

Order# 44187

sesnmas

Shipping Tracking Information

anw

Tracking #: 129Y424V039787851X

Tracking Information: hitp:.//www. fedex ,cgmflrachng’}&?YfiZM’DBQ? B7851X ===

Ship Date: 12/10/2013

Thank you,

-

| hitp://www.evilhacker.ru/exploit.php |

Package Delivery Specialist \

WHAT IS SPEAR PHISHING?

Tha concept is the same as phishing, exceptthat
instead of sending random emails to millions of
potential victims, cyber attackers send targeted

m ages to a very few select individus With
spear phishing, the cyber atl: rs research their
intended ta such as by reading the intended
victims® Linkedin or Facebook accounts or any
messages they posted on public blogs or forums
Based on this research, the attackers then create
a highly customized emaill that appears relevant 1o
the intended targets. This way, the individuals are
far more likely to fall victim,
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